Troubleshooting Guide on Post-Production Issues for ASPs
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1. Post Production Support Process
For post production support (upgrades, technical issues, etc.), our standard support window is Monday thru Friday from 9AM – 6PM PST.
In case of Post-Production Ping support, ASP team must reach out to their Business point-of-contact to open a case in Remedy (SRM).  The Remedy tool is accessible from within Cisco intranet only.  
All P1 incidents world-wide are provided Ping support on a 24 x 7 x 365 basis.
1.1 How to Submit a Support Case

To submit a Post-Production Ping support case, please follow instructions below to log Remedy case:

1) Go to http://SRM & login using your CEC account (username/password)

2) In the ‘Search for’ textbox input: Ping
3) Under Services look for ASP Federation - Post-Production Support & click Request Now
4) Provide details on the requested support (issue, or upgrades, etc.) including attachments (if necessary) & click Submit
5) Send support case # to our asp-web-security@cisco.com mailer alias (highlighting urgency, if necessary)

1.2 How to engage with Global Operations for P1/P2 Support

1) Contact Global Operations (408) 527-0007 
2) Global Ops will assess issue, determine business impact, page relevant infrastructure supply teams & identify case ownership (incident/problem)
1.3 How to Use This Document
This document contains troubleshooting steps for the errors ASP might see or issues reported Cisco Business owners.
2. How to Read PingFederate Logs

2.1 Logs Files
	admin.log
	Contains Administrator activities

	server.log
	Contains server-level activities, as well as the errors

	transaction.log
	Contains transaction details (time,user,SAML ID, End-point, etc)


2.2 How to Enable/Disable Debug Level

Debug is enabled by default, if the ASP would like to disable the debug level of logging. Please replace the file located at <pf_home>/ server/default/conf/log4j.xml with the log variant files provided on the Cisco PingFederate Download page.
https://cloudsso-test2.cisco.com/download/download.html
3. User Could Not Login Using Their Credential
Error:  After the user entered their credentials in the login form page, browser displays the following error message: “Your Cisco ID and/or password was entered incorrectly or cannot be found in the system.”

Cause: It is most likely caused due to the user password is not in sync across different user stores. 

Resolution: For internal users: direct the user to synchronize the password using the URL: https://pwreset.cisco.com/cisco/synch.pl
For external users: direct them to update/recover their password using Cisco.com.

4. Page Expired Error

Error: When user trying to access the ASP application, browser displays the following error message: “Page Expired To protect privacy and enhance security, the page you are trying to access is no longer available.”

Cause:  There could be 2 possible causes for this error to occur-
1) `This occurs when the user bookmarked the page of https://cloudsso.cisco.com/idp/resumeSAML20/idp/startSSO.ping instead of the IDP/SP initiated SSO URL.

2) This could also occur when the user uses the back button.

 Resolution: 
1) Instruct the user to replace the bookmark with the correct application URL(instead of the Federation URL).
2) Instruct the user to access the application URL again directly
5. 403 Error: Forbidden File or Application

Error: After the user entered their credentials in the login form page, browser displays the following error message: “Access Forbidden Forbidden File or Application”

Cause:  There could be 2 possible causes for this error to occur-
1) Guest users (access level !=4) trying to access CEC protected ASP applications.
2) Employee user’s access level was not correctly set to 4.

Resolution:

1) The error seem due to the first cause is normal and expected behavior.

2) Please engage with CPR Team (cpr-it@cisco.com) and ask them to correct the issue.
6. Error - Single Sign-On: Mapping lookup “Cisco User Store”

Error: When user trying to access the ASP application, browser displays the following error message:
“Error - Single Sign-On Mapping lookup “Cisco User Store" [...]”

Cause: This or similar error occurs when the ASP database does not have an entry for the user trying to SSO to application.
 Resolution: Please contact ASP Team to create the corresponding entry.
7. Error - Single Sign-On: Invalid InResponseTo Attribute
Error: When user trying to access the ASP application, browser displays the following error message:
“Error - Single Sign-On Invalid InResponseTo attribute ([xxx]) - unsolicited responses cannot have an InResponseTo. Please contact your system administrator for assistance regarding this error. 
Partner: https://fed.cisco.com 
Target Resource: $escape.escape($targetResource)”
Cause: This occurs when the user bookmarked the page of 

https://sso.cisco.com/autho/forms/CECLogin.htm instead of the IDP/SP initiated SSO URL.
 Resolution: Instruct the error to replace the bookmark with the application URL instead of Login Form URL.
8. Error - Single Sign-On: Response Contains No Valid Assertion
Error: After the user entered their credentials in the login form page, browser displays the following error message:“Error - Single Sign-On Response contains no valid assertions: [ Assertion ([xxx]) Status: INVALID Remarks: Time condition: now ([xxx]) is on/after NotOnOrAfter ([xxx]). (Profiles 4.1.4.2) assertion could not be confirmed. […]”
Cause: This error occurs when the System Time on ASP servers are not in sync with Cisco PingFederate Servers.

Resolution: The time on the PingFederate server should be synchronized with any public NTP server.

Cisco Time is synchronized with NIST time “http://nist.time.gov/timezone.cgi?Pacific/d/-8/java “
9. Error - Single Sign-On: Invalid SMSESSION Cookie
Error: After the user entered their credentials in the login form page, browser displays the following error message: “Error - Single Sign-On Unexpected Runtime Authn Adapter Integration Problem. Please contact your system administrator for assistance regarding this error.  Adapter: smipdcec”

Cause: The error occurs when the user trying to access the Production URL after already tried any Dev / Stage URL and in the same browser.
Resolution: Clear all the cache and cookie and close all the browsers, and then directly access the Production URL. 
10. Error - Single Sign-On Nonsuccess Response status Error

Error: After the user entered their credentials in the login form page, browser displays the following error message: “Error - Single Sign-On Nonsuccess Response status: urn:oasis:names:tc:SAML:2.0:status:Responder Status Message: Unexpected Runtime Authn Adapter Integration Problem.”
Cause: Ping Agent is not running on web server.
Resolution: Start the Ping Agent on IIS/Apache.

11. Error - Single Sign-On Could not obtain attributes from OpenToken

Error: After the user entered their credentials in the login form page, browser displays the following error message: “Error - Single Sign-On Could not obtain attributes from OpenToken, please make sure the agent service has been started.
Cause: Ping Agent is not running on web server.
Resolution: Start the Ping Agent on IIS/Apache

12. Lost Local Admin for Admin Console Password Recovery

Error: After ASP admin entered their correct credentials in the PingFederate Admin Console page, browser displays the following error message: “Invalid username or password.”

Cause: Lost Admin Password.
Resolution: The administrator has to reset it to the default value by deleting a particular file in the file system. Please contact Cisco SSO team if you are unaware of the file and/or default password.
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