Cisco ASP Federation Questionnaire

(Sections 1-3  must be filled out by Cisco’s Business Owner)

Section 1.0: Contact Details:

	
	ASP
	Cisco Biz Owner
	Cisco Biz Project Manager

	Organization Name
	Enter ASP Name here
	E.g. HRIT, IT Finance, etc.
	

	Contact Name
	
	
	

	Function / Role
	
	
	

	Contact Email
	
	
	

	Contact Work #
	
	
	

	Contact Mobile #
	
	
	


Section 2.0: Integration Information (New Adoption/Migration):
2.1 Is this Ping Integration New Adoption or Migration?

2.2 Name application(s) hosted by ASP for which Single Sign-On (SSO) is requested?  Briefly describe this application.

2.3 Describe the different business processes (use cases) on this application?

2.4 Do you have a Single Sign-On requirement to any other Siteminder protected application?  If yes, what is the URL of that application?

2.5 Does this application have any extranet partner-site dependency? E.g. Infosys, etc.
Note: Also reference section 4.8 below
2.6 Do you currently have business logic that enforces login (applicable to New Adoption only)?
2.7 Timelines for completing SSO Integration (Go Live date)?  
Note: SSO integration can take 3-4 weeks (average).  
Section 3.0: Cisco User Profile:
3.1 Authentication user profile (CEC/CCO/EMCO):

Notes:  CEC = Internal Cisco Users (Employees/Contractors); CCO= External Cisco Users (Guests, Partners, Customers, Employees/Contractors); EMCO= Internal or External Cisco Users (for Manufacturing applications only)
(Sections 4 & 5 must be filled out by ASP’s IT Team)

Section 4.0: ASP Environment Information:

4.1 Is this ASP already integrated with Cisco using Siteminder agent (4.x or SAML agent)? 

4.2 Does this ASP already have any SAML federation software/solution?

4.3  If Yes, what software (OpenSAML/Ping Identity)? 
(You can skip questions 4.4 thru 4.7 if you are answered “Yes” to question 4.2 above)
4.4  What is the Operating System? And is it 32-bit or 64-bit OS?

4.5 Which front-end webserver and version do you use?

4.6 Are the webservers in Cluster mode (Load Balanced)?

4.7 Will PingFederate server be clustered in ASP environment? If yes, how many nodes (servers) will be behind load balancer?  Note: Adhere to PingIdentity’s guidelines on setting-up PingFederate cluster.
4.8 Will a new virtual be created as a part of Ping Integration?  

Note: Also reference section 2.5 above
Requirements: 

· The PingFederate SSL port 9031 should be opened from outside.

· The time on the PingFederate server should be synchronized with any public NTP server.
Cisco Time is in sync with NIST time “http://nist.time.gov/timezone.cgi?Pacific/d/-8/java “
· Cisco Security Services team recommends using trusted certificate for Pingfederate server. End user would get warning message in browser if certificate is not from trusted CA.

Section 5.0: ASP SAML and URL Information:

(You can skip questions 5.1 thru 5.3, if you answered “No” to question 4.2 above)

5.1 SAML Profile (Artifact / POST) :  (Default: Artifact)

5.2  SAML Version (1.1/2.0):  (Default: 2.0)

5.3  Assertion Consumer URL  (Where the SAML Assertion should be sent ) :
(Default: https ://<asp_federation_domain>[:port]/sp/acs.saml2)

5.4 Target URL (Actual ASP url what end user tries in the browser) for all environment:
5.5 List of user attributes with exact name that ASP application looks for from Cisco user store:
(Section 6 must be filled out by both Cisco Business & ASP IT team)
Section 6.0: Performance Testing:

**Please share the Architecture Diagram that covers all technical components**

6.1  Are you planning to do any Performance tuning on components hosted in ASP infrastructure such as number of  hosts, number of CPUs, application servers, networking components, web server proxies (if any)? 
(Note: Since the application interacts with several components in addition to PingFederate, it is important that we understand your Architecture & dependencies earlier prior to Go-Live)

6.2 Is the ASP infrastructure shared or dedicated to Cisco hosted application only?

6.3 What is the expected user load (peak) on this application?  That is, concurrent users per second and total volume of users expected on the application (during/post Go-Live)? 

6.4 What is the duration of peak user load? Is the ASP environment scalable to sustain expected load?
6.5 Will you be engaging Cisco’s Performance Testing (QACC) team?
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