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System Requirements 
The following prerequisites must exist in order to implement the IIS Integration Kit: 

· PingFederate 5.x server installed with the OpenToken Adapter version 2.3.

(OpenToken Adapter version 2.3 is already integrated in the CiscoPingFederate package.)

· IIS 6.0 or higher

· ASP .NET application must use .NET Framework 2.0

PingFederate IIS Agent Installation and Setup
1. Unzip the Cisco’s IIS Integration Kit distribution file into a directory on the IIS machine.

2. From the /dist folder in the directory where you unzipped the distribution file, run setup.exe from the subdirectory that corresponds to your system architecture and follow the setup screens. 

The setup will: 

· Install .NET Framework 2.0 and supporting components 
· Register the ISAPI extension in IIS 

Important: If you are running Windows Vista or Server 2008, run the executable as Administrator. 

3. Register the .NET Framework 2.0 by entering the following command: 

<Windows>\Microsoft.NET\Framework\v2.0.50727\aspnet_regiis –i –enable 

4. Move the agent-config.txt exported during the PingFederate Server setup (Adapters -> Cisco’s OpentToken Adapter Configuration) into the conf directory created by the installer. By default, this directory is located in: 

C:\Program Files\Ping Identity Corporation\OpenToken IIS Agent (n-bit)\ 

where n is either 32 or 64, depending on your architecture. 

5. For IIS 6.0, follow the steps below to register the PingFederate ISAPI extension: 
a) Access the IIS Manager. 

b) Locate the virtual directory representing the IIS site and right-click to go to Properties. 

c) On the Properties screen under the Virtual Directory tab, click Configuration. 
d) On the Application Configuration screen under Mappings, click Insert to locate and add the PingFederate IIS Agent to the Wildcard application maps.
If you chose the default path for the PingFederate IIS Agent during installation, the path and file for the extension is: 
“C:\Program Files\Ping Identity Corporation\OpenToken IIS Agent (n-bit)\bin\ OpenTokenIISAgent.dll” 
e) Click OK and then click OK again on the Properties screen. 
6. For IIS 7.0, follow the steps below to register the PingFederate ISAPI extension: 

a) Open the IIS Manager console. 

b) Select the Site you wish to protect with the Agent. 

c) Open the Features view, and select ISAPI Filters. 

d) Add a new filter named OpenTokenIISAgent with an executable of: 

C:\Program Files\Ping Identity Corporation\OpenToken IIS Agent (n-bit)\bin\OpenTokenIISAgent.dll 

e) On either a Site level, or an Application/Virtual Directory level, create a Wildcard script map to the IISAgent. To do this, select Handler Mappings on the Features view, click Add Wildcard Script Map…, and add a new script named OpenTokenIISAgent with an executable of: 

C:\Program Files\Ping Identity Corporation\OpenToken IIS Agent (n-bit)\bin\OpenTokenIISAgent.dll 

7. Configure the properties file for IIS: 

The file is pfisapi.conf located in C:\Program Files\Ping Identity Corporation\OpenToken IIS Agent (n-bit)\conf\. Refer to comments in the file for information and configure the required properties. 
Configure the following fields in Pfisapi.conf file:
Domain



.aspdomain.com 


(Change this to your domain name)

ProtectedResourceList

/protected



(If you want to protect http://aspdomain.com/protected)

AuthenticationPrefix

cisco_

(The HTTP Header for uid will be set as HTTP_cisco_uid)

SSOUrl


https://aspdomain.com:9031/sp/startSSO.ping?PartnerIdpId=https://fedtst.cisco.com
(This would be the SSO Application Endpoint url that you can get it from 

PingFederate Admin console - > IDP Connections -> Cisco -> Activation & Summary)

Note: If the Target Application URL is SSL enabled and configured in the Load Balancer, then you may need to configure ApplicationPort and ApplicationScheme fields to the following.
ApplicationPort=443

ApplicationScheme=https
8. Restart IIS for changes to pfisapi.conf to take effect. 

Once you finished all the above configurations, send the pfisapi.conf  and agent-config.txt  to Cisco IT Team.

Sample pfisapi.conf file:
[ISAPI]

# OpenToken name as configured in the PingFederate SP Adapter (REQUIRED)

OpenTokenName=opentoken

# Domain for the OpenToken cookie, for e.g., .example.com (OPTIONAL)

Domain=.cisco.com

# Path for the OpenToken cookie (REQUIRED)

Path=/

# List of protected resources URIs (REQUIRED). Multiple patterns can be used with a separator '|' 

# (e.g., "/protected1|/protected2...").

ProtectedResourceList=/opentoken_app/|/opentoken_app/.*action=edit.*

# Authentication attributes prefix to be used when creating header variables (REQUIRED)

AuthenticationPrefix=cisco_
# URL to redirect if OpenToken is not found (OPTIONAL)

SSOUrl= https://pingtest.cisco.com:9031/sp/startSSO.ping?PartnerIdpId=https://fedtst.cisco.com

# URI to invoke for clearing the session (OPTIONAL)

SLOUrl=/.*cmd=slo.*

# URL to redirect in case of error. The error message will be passed as the query parameter "ErrorMessage". (OPTIONAL)

ErrorUrl= https://pingtest.cisco.com/error.html
# Base URL including hostname and port for the PingFederate server (required ONLY for single logout)

PingFedBaseUrl=

# Application Hostname for the Target Application. (If no value is specified, hostname from request will be used.)

ApplicationHost=pingtest.cisco.com
# Application Port for the Target Application. (If no value is specified, port from request will be used.)

ApplicationPort=443
# Application Scheme (http/https) for the Target Application. (If no value is specified, scheme from request will be used.)

ApplicationScheme=https
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