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System Requirements
This PingFederate Apache Agent is designed and supported for Apache 2.0 and Apache 2.2 (http://httpd.apache.org/) on Windows server 2003 and Windows Server 2008. The Agent modules are built against 32-bit Apache but will work with 64-bit versions of Windows provided Apache is 32-bit.  Please see Apache_Windows_Integration_Kit_Qualification_Statement.pdf for more information on supported platforms.
The following additional prerequisites must be satisfied in order to implement the Apache Agent: 

· PingFederate 5.x server installed with the OpenToken Adapter version 2.3.

(OpenToken Adapter version 2.3 is already integrated in the CiscoPingFederate package.)

· OpenSSL library libeay32.dll and the ZLib library zlib1.dll (included in this distribution) must be in a folder on the system PATH.

PingFederate Apache Agent Installation and Setup
1. Unzip the Apache integration kit.

2. Copy the contents of the folder in dist/apache-agent/lib/ that corresponds to your version of Apache into <Apache Installation Dir>/modules directory. Be sure to copy both shared-object files for the indicated platform. 
3. Copy zlib1.dll and libeay32.dll files from /dist to a folder in your system PATH. The recommended deployment is to place these files in the <Apache Installation Dir>/modules directory, along with the shared object files, and add that directory to the system PATH.

4. Run the Microsoft Visual C++ 2005 Redistributable Package (x86) (vcredist_x86.exe) located in the /dist directory.

5. Copy the files mod_pf.conf, start_page_template.html, and error_page_template.html from the integration-kit dist/apache-agent/config distribution into the <Apache Installation Dir>/conf directory.

6. Ensure that the properties file downloaded during the PingFederate adapter setup (default name:agent-config.txt) is available to the Agent by placing it into <Apache Installation Dir>/conf directory.
Configuring the Apache Agent
To configure the Apache Agent to be used by the Apache server, add the following directives to

httpd.conf and restart the server:

PingFederateConfigurationFile conf/mod_pf.conf

LoadFile modules/libopentoken.so

LoadModule pf_module modules/mod_pf.so


You must modify the file mod_pf.conf file for your environment. Refer to comments in the file and configure the required properties.
Configure the following fields in mod_pf.conf file:

PingFederateCookieDomain                .example.com
(Change this to your domain name)

PingFederateFilter                      /example_app/
(Protected Resource Filter - If you want to protect http://aspdomain.com/example_app/)
PingFederateLoginPageURL                https://pfhost.example.com:9031/sp/startSSO.ping?PartnerIdpId=https://fedtst.cisco.com

(This would be the SSO Application Endpoint url that you can get it from 

PingFederate Admin console - > IDP Connections -> Cisco -> Activation & Summary)

PingFederateAuthnPrefix                 cisco_

(The HTTP Header for uid will be set as HTTP_cisco_uid)
Note: If the Target Application URL is SSL enabled and configured in the Load Balancer, then you may need to configure PingFederateApplicationScheme and PingFederateApplicationPort to the following.

PingFederateApplicationScheme          https

PingFederateApplicationPort            443

Note: Changes to mod_pf.conf will not take effect until the server has been restarted.
Once you finished all the above configurations, send the mod_pf.conf  and agent-config.txt  to Cisco IT Team.
Please refer to Apache_Windows_Integration_Kit_User_Guide.pdf  under /docs folder for information about setup instructions.
Session Information 
The PingFederate Apache Agent exposes session information and user attributes from the adapter to the protected application via HTTP request headers or Apache environment variables. This information can then be used by the application for authorization decisions. 

The session and attribute information exposed to the application includes the following: 

Attributes from the OpenToken Adapter contract – These include, by default, the subject (SUBJECT) and attributes specified on the Extended Adapter Attributes screen of the adapter setup. Only the attributes fulfilled at runtime will be exposed to the application; attributes with a NULL value will not be included in the OpenToken. 

NOT-ON-OR-AFTER – The time until inactivity timeout is reached. 

RENEW-UNTIL – The time until overall session timeout is reached. 

AUTH_NOT-BEFORE – The time when the session was created. 

AUTHNCONTEXT – Information from the SAML assertion that describes how the user was authenticated at the IdP.

How to remove Prefix from the HTTP headers and/or environment variables:

For security reasons, each HTTP request header or Apache environment variable is first pre-pended with a specific (configurable) prefix. The Apache Agent will always remove and rewrite these prefixed request headers and/or environment variables for each request. 

If applications protected by the Apache Agent cannot be modified to accept headers with this prefix, the Apache Agent can be configured not to add a prefix to the HTTP headers and/or environment variables. In this case, the Extended Adapter Contract must include an attribute pf_attribute_list of type Text which contains a comma-separated list of all the attributes in the extended attribute contract (see figure below). This attribute list is sent in the OpenToken and used by the Apache Agent to overwrite headers in the request.
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Logging 
The PingFederate Apache Agent uses a standard Apache API logging scheme that writes into the standard logs/error_log file. This file is created automatically at startup (if it is absent) with the verbosity level controlled by a standard option LogLevel in httpd.conf. Additionally, the PingFederate Apache Agent has six internally distinguished verbosity levels, ranging from 0 to 5. The first four correspond to Apache definitions in error/warn/notice/info. The last two levels are for logging HTTP requests/responses and cURL-library debug output, if necessary. The default level is 0, which logs only errors.

Sample mod_pf.conf file:

PingFederateAgentConfigurationFile      conf/agent-config.txt

PingFederateCookieName                  opentoken

PingFederateCookieDomain                .example.com

PingFederateCookiePath                  /

PingFederateCookieIsSecure              no

PingFederateFilter                      /example_app/

#PingFederateFilter                     /example_app/.*action=edit.*

#PingFederateApplicationScheme          https

#PingFederateApplicationHost            www.example.com

#PingFederateApplicationPort            8083

PingFederateLoginPageURL                https://pfhost.example.com:9031/sp/startSSO.ping?PartnerIdpId=https://fedtst.cisco.com

PingFederateErrorPageURL                /example_app/error

PingFederateCancelURL                   /example_app/cancel

#PingFederateSLOUrl                     https://pfhost.example.com:9031/sp/startSLO.ping

#PingFederateBaseUrl                    https://pfhost.example.com:9031

PingFederateExposeSessionAttributesToEnvironmentVariables   no

PingFederateExposeSessionAttributesToHttpHeaders            yes

PingFederateSendAttributesOnce          no

PingFederateAuthnPrefix                 cisco_
PingFederateSessionAttrFilter           .*
# PingFederateErrorPageTemplateFile  conf/error_page_template.html
# PingFederateStartPageTemplateFile  conf/start_page_template.html
PingFederateVerboseLevel                4

PingFederateOpenTokenLibVerboseLevel    0
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